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BEHIND THE BLACK BOX

PARIO REPORT ISSUE 3

“Black Box” is a term used in the Aerospace industry describing a module called
the Flight Data Recorder (FDR) and is typically found in the tail section for obvious
reasons. The Flight Data Recorder is usually painted bright orange (not black) and
is designed to withstand intense heat and pressures. Today we also see the term
used to describe an automobile’s Event Data Recorder (EDR). However, the Flight
Data Recorder and the Event Data Recorder have different purposes.
Figure 1: General Motors
Sensing and Diagnostics
Module.

The Flight Data Recorder’s primary purpose is to record in-flight data and crash
data; it does not make any decisions and does not control any functions. This
differs from the EDR, which is actually a function within one of the vehicle’s
modules. This module is the Airbag Control Module (ACM) but may be partly
contained within other modules like the Powertrain Control Module (PCM) or the
Rollover Sensor Module (ROS). Unlike the Flight Data Recorder, these modules
run diagnostics; make decisions whether to deploy airbags and belt pretensioners;
records data; and are typically silver in colour. As you can see the crash data
storage is a secondary function. To make it more confusing, the manufacturers
have given their own individual names to the Airbag Control Module. General
Motors calls their Airbag Control Module, the Airbag Sensing & Diagnostic
Module (SDM); Ford calls theirs, the Restraint Control Module (RCM); and,
Chrysler calls theirs, the Occupant Restraints Controller (ORC). To no surprise,
Toyota, Honda and others also have their own naming conventions.

Figure 2: Download
from extracted module
extracted from a Ford
F150.

As previously mentioned, some vehicles may have a second module with event
data recording capability. When Ford added new functionality like electronic
throttle control (drive by wire), it was controlled in the Powertrain Control Module.
Ford provided the means to confirm whether it was functioning during a crash,
but they were unable to communicate this back to their Airbag Control Module.
For this reason, when the modules have been removed from the vehicle, certain
Ford models require a separate download directly from the PCM. Similarly,
many of General Motors’ vehicles have a Rollover Sensor Module, this means,
an additional download step is required, even when one is connecting directly
through the vehicle’s on-board diagnostics system.
So what gets recorded? Different make and model vehicles may record a different
quantity of data, have different recording methodologies and may contain a
different number of events. An event is defined as a physical occurrence that
causes the Airbag Control Module’s trigger threshold to be met or exceeded.
The following are a few of the data elements that one may see available after a
download:
•

Delta V

•

Maximum Delta-V

•

Speed prior to event

•

Throttle percent prior to event

•

Brake percent prior to event

•

Ignition cycle at time of event

•

Ignition cycle at time of download

•

Safety belt status, driver

•

Safety belt status, passenger

•

Frontal air bag deployment and stage if applicable, driver/passenger.

•

Seat belt pretensioner deployment, driver/passenger

•

Complete file recorded, Yes/No
Figure 3: Sample CDR
output screen from a GM
Tahoe rollover.

	
  
System Status At Non-Deployment

SIR Warning Lamp Status
Drivers Belt Switch Circuit Status
Passenger Front Air Bag Suppression Switch Circuit Status
Ignition Cycles At Non-Deployment
Maximum SDM Algorithm Forward Velocity Change (MPH)

Seconds Before
AE
-5
-4
-3
-2
-1

Vehicle Speed
(MPH)
85
85
67
14
11

Seconds Before
AE
-8
-7
-6
-5
-4
-3
-2
-1

Brake Switch
Circuit Status
OFF
OFF
OFF
OFF
OFF
ON
OFF
OFF

Engine Speed
(RPM)
3520
2688
704
256
256

OFF
BUCKLED
Air Bag Not Suppressed
17217
-0.45

Percent Throttle
80
0
0
0
3

So do we have the ability to perform crash data retrieval on all North American
vehicles? General Motors and Ford have been the leaders in the field. General
Motors first began allowing access to some of their vehicles in 1994 and Ford in
1997. A major milestone was met in 2007 when Chrysler also released access to
a limited number of vehicles. It is well known in the industry that Toyota vehicles
are also storing crash data but have resisted permitting access.

The National Highway Traffic Safety Administration or NHTSA estimated that 65
to 90 percent of model year 2004 passenger vehicles have some data recording
availability and they estimate there are 41 million registered vehicles accessible
by a Crash Data Retrieval System (CDR). It may sound like a lot, but in 2005 the
U.S. Department of Transportation estimated there were 247,241,120 registered
vehicles in the United States. With these odds, it is not unusual to come across a
collision where at least one of the vehicles does not support an accessible EDR.
Figure 4: Download to a damaged minivan.
Electrical system still functional.

Performing the download from a vehicle involved in a crash has its challenges.
For safety reasons, it is not unusual for service personnel from the fire departments
or police departments to remove power to the vehicle by cutting battery cables.
No electrical power in the vehicle results in the inability to communicate through
the on-board diagnostics systems. Collision damages may compromise electrical
circuits or make it impossible to access the module(s) through the provided access
port (usually found under the dash) called a Data Link Connector.

Figure 5: Location (under
the driver’s side dash) of
the Data Link Connector/
Onboard Diagnostics port
in a 1997 Toyota Camry.

Using this access port is usually the easiest and best way to obtain the data.
Easiest because the modules are commonly mounted under the seats or beneath
consoles (but not always), it is never an easy task to get to the modules, even
when damages have not compromised the location. It is also the best method
because some modules expect communication with other vehicle components.
When the entire circuit can’t communicate, the module may record additional
errors causing additional data analysis complexity.
Due to the dynamics and violence of a crash, it is not unusual for power
interruptions or complete electrical blackouts to occur. Depending on the timing,
this could cause the loss of data or incorrect data values. As an example, the
Delta-V calculation continuously processes throughout the collision event, if the
process is interrupted, the final result may become undervalued. In addition,
many collisions involve more than one event; a power outage could cause an
event to miss being recorded.
An example of too much data is as follows. In the past, a vehicle may have
sustained a low impact collision where the Airbag Control Module “woke up” and
decided not to perform an airbag deployment. This event may still get recorded
and would be additional information seen during an investigation of a collision
at a later date. Lastly, when vehicles are towed from the scene; the operation
of towing can be a violent action and could cause the EDR to perform an event

recording. Only analysis of the physical evidence can help one determine which
events are pertinent. Without proper awareness of these potential complexities,
data may be improperly interpreted. With this in mind, one must ensure that only
qualified individuals perform the download and data analysis.
We must remember that the EDR data is only a piece of the puzzle. A complete
reconstruction must look at not only the speed, but the evidence showing who
was driving, the travel direction of the vehicle, were there more events than what
was recorded, was the road slippery causing the wheels to spin therefore giving
inaccurate speed recordings or was the vehicle equipped with properly sized
wheels?
So where do we go from here? In 2010, under United States Code of Federal
Regulations Title 49 Part 563, the Department of Transportation made a final
ruling requiring that all EDR’s installed in light vehicles must:
•

Record a minimum set of specified data elements;

•

Support a standardized recording format;

•

Ensure the crash survivability of an EDR and its data; and,

•

Requires vehicle manufacturers to ensure the commercial availability of the
tools necessary to enable crash investigators to retrieve data from the EDR.
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